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UNIVERSITY

Setting Up SJU-Mobile Wireless Network

on your personal devices

St. Johns University allows you to setup your personal mobile device or personal laptop to
access the campus WiFi network.

Please, follow the instructions below for your particular device.

To be connected, you must be on campus and you must know your Computer Lab Login
information:

Supported Devices

e Android Phone or Tablet

e Apple ® iPhone, iPad, and iTouch
e Apple OSX

e Windows 7

e \Windows 8/10

Wireless Settings

SSID: SJU-Mobile
Security Type: WPA2-Enterprise
Encryption Type: AES

Authentication Method: EAP-MSCHAP V2
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Android

1. Choose the SJU-Mobile network.

2. Select the appropriate settings circled in red.

A097% SJU-Mobile

SJU-Mobile Anonymous identity
PEAP

Phase 2 authentication
Password

MSCHAPV2

CA certificate

Use system certificates

[] Show password

Domain
admin.ads.stjohns.edu\ Metered
Identity Detect automatically
username | [
Anonymous identity None
IP settings

Password DHCP
SERR el ge Privacy

CANEEERCOHNEST Use randomised MAC (default)

Use device MAC

arieen

3. Under Identity enter your Computer Lab username.

4. Under Password enter your Computer Lab password.
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Apple

iPad, iPhone, and iTouch

1. Select Settings.

2. Select Wifi.

[iPod 12:56 PM =

|E| General >

Music 4
4 video >
F,%_! Photos >

. Store >

E! Mail, Contacts, Calendars >

3. Make sure Wifi is turned on. If it is off you

must turn on your wifi.

" settings  Wi-Fi Networks

Wi Con )

iy
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4. Select SJU-Mobile and enter your Computer
LAB login info.

Enter the password for "SJU-Mobile”

Cancel Enter Password Join

Username | username

6. Make sure to select Trust on the next screen.

Cancel Certificate

qgnewvmisep.admin.ads.stjohns....
Issued by GlobalSign Organization Vali...
Not Trusted
Expires 22/10/2019, 18:06:04

More Details

12:51 ull F [

< Wi-Fi Boingo Hotspot

Forget This Network

Auto-Join ()
L @)

Auto-Login

OFF
Private Address \
Wi-Fi Address 68:FE:F7:F41B:8D

Private Wi-Fi address prevents network operators from
tracking your iPhone.
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Apple OSX

1. Select SJU-Mobile from the available networks.

@ Kl 0% |
Turn Wi-Fi Off
+ SJUStudent B =
AN 0 _gadf n ".Eu.'“
SJU-Mobile o]
s e
Join Other Network...
Create Network...
Open Network Preferences...
o
—

2. Enter your Computer Lab login info.

Sy, The Wi-Fi network “SJU-Mobile"” requires WPA2
f‘:;\ enterprise credentials.
L 4

Username: john.smith17@my.stjohns.edu

Password:

| Show password
Remember this network

3. If you are prompted for a certificate, click Continue.

[ ] Verify Certificate
— Authenticating to network "SJU-Mobile"
[ Before authenticating to server "gr isep.admin.ads.stjohns.edu”, you
[j‘ should examine the server's certificate to ensure that it is appropriate for this
network.

To view the certificate, click "Show Certificate'.

? Show Certificate Cancel
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Microsoft Windows 7

4. When the security alert comes up just press
Connect.

1. Left-Click on the wireless icon in your
taskbar.

Windows Security Alert =

‘ The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

2. Select SJU-Mobile from the list and press
connect.

SJU-Mobile Al
Connect automatically

STJ-WiFi M

Details Terminate I l[ Connect ]

S.RISURREZIONE

Other Metwork ol

Open Metwork and Sharing Center

10:47 AM
12/12/2017

o,
- | [ ] |‘ |Ir ol

3. Next, enter your Computer Lab login
credentials. You may have to input them a
few times.

Windows Security (23]

Network Authentication

Please enter user credentials

“I- | “JSEF name ]
Ml Password ]
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Microsoft Windows 8/10

1. Select SJU-Mobile and press Connect.

5JU-Mohbile
Secured

+/ Connect automatically

SJU-Maobile
Secured

Enter your usermame and password

usemame

)

OK Cancel

3. At the next prompt press Connect.

(.;-r: SIU-Mobile

Connecting

Continue connecting?
If you expect to find SJU-Mobile in this
location, go ahead and connect Otherwise, it

may be a different network with the same
name.
Show certificate details

Cancel
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